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INSTALLING PHP LICENSE MANAGER PRO

Congratulations on choosing PHP License Manager Pro for software distribution needs. PHP
License Manager Pro allows you to ensure that your software

Pre-installation Checklist

Before installing PHP License Manager Pro, ensure you have the following software installed on
your server:

(LA ALY A L

EasyPHP 1.8 contains Apache 1.3.33, PHP 4.3.10, MySQL 4.1.9 and phpMyAdmin 2.6.1.
EasyPHP does not have to be installed if you already have Apache, PHP and MySQL installed on
your Windows server. However, this guide assumes that you have EasyPHP 1.8 installed (in
C:\Program Files\EasyPHP1-8) if you are installing PHP License Manager Pro on a Windows
server.

Linux users: this guide assumes that you have Red Hat Linux, RHEL, or Fedora installed.
Instructions for other Linux distributions may vary.

This guide assumes basic Windows or Linux skills.

Extracting PHP License Manager Pro

Once you have downloaded PHP License Manager Pro, you will need to extract the downloaded
archive to a directory your web server.

Linux:

Extract the PHP License Manager Pro archive to your web root. eg. /var/www/html/phplicense
Extract using tar -zxvf phplicensepro-X.X.tar.gz; where X.X is the version number.

Windows:

Extract the PHP License Manager Pro archive to the following path using WinZip or a similar tool:
C:\Program Files\EasyPHP1-8\www\phplicense
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Checking the System Configuration

We recommend that you run the PHP License Manager Pro Web Installer on your system. Itis
located in the install folder of the PHP License Manager Pro installation and is called install.php.
You can start the PHP License Manager Pro by opening your web browser and then browsing to

== L L ) Y L N e Y O R e Yy D ey S DY I e Tl

replaced with your web host. phplicense should be replaced with the path used during
installation.

Once the PHP License Manager Pro Web Installer loads, you will be presented with the following:

PHP License Manager Pro Web Installer v1.0 - Page 1

Operating System: Linux

Path to php.ini: fusrilocallib/php.ini

PHP Version: 4.4.2 (Major Version: 4.4)
PHP Safe Mode: Off

PHP Session Support Enabled

PHP MySQL Support: Enabled

PHP Register Globals: On - Possible security risk (should be setto Off).
PHP SMTP Host localhost. Ensure mail server is running.

Path to sendmail: lusr/sbin/sendmail -t -i

PHP Extensions Directory: /usrilocallib/php/extensions

ionCube Loader: Installed

Client License Present Yes
Server License Present Yes

config.inc.php Writable: Yes
Path to config.inc.php: Mwwwihtdocs/avinesh/phplicensel/servericonfig.inc.php
Installation URL: http://sb1.rm7 .net/avinesh/phplicensel/server/

If any item is in a red font color, then it should be corrected before continuing. If any changes are
made to your system configuration, refresh the page in your browser so that you are viewing the
most current version. As shown in the above example, PHP License Manager Pro will work with
PHP Register Globals set to on or off. However, we recommend the setting PHP Register
Globals to ‘off’ for security.

Once all changes are acceptable, the Continue button will be clickable.
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Installing the ionCube Loader

PHP License Manager Pro is encoded using proprietary ionCube technology. In order for PHP
License Manager Pro to run on your server, the ionCube PHP loader must be installed. Although
the ionCube loaders can be dynamically loaded by PHP License Manager Pro for Linux
installations, we recommend that you install the ionCube loaders on your system permanently
(can be removed later, if needed) for optimal performance. Under safe-mode PHP (or if PHP
dynamic loading is disabled) or Windows, you must install the ionCube loader.

Installing the ionCube loader for your PHP version and operating system does not affect any
other PHP software that is installed. PHP scripts encoded with ionCube technology are
automatically detected and processed by the ionCube Loader. Other PHP scripts are processed
normally.

Windows users: Please ensure that EasyPHP is running. There should be an ‘e’ with a blinking
red dot in your Windows system tray. If not, try starting EasyPHP by clicking Start, All Programs,
EasyPHP and finally EasyPHP.

Step 1 — Determine the path to php.ini
Linux:

From the PHP License Manager Pro Web Installer, note the path immediately after Path to
php.ini. In our example, it is /usr/local/lib/php.ini

Windows:
php.ini will be located in the following directory: C:\Program Files\EasyPHP1-8\php

Step 2 — Determine the version of PHP installed
Linux:

From the PHP License Manager Pro Web Installer, note the text immediately after PHP Version
and PHP Extensions Directory. In our example, the PHP version is 4.4.2. We are only interested
in the major version: 4.4. In our example, the path to the PHP extensions directory is:
/usr/local/lib/php/extensions

Windows:

If you are running EasyPHP 1.8, the version of PHP installed is 4.3.10 and the path to the
extensions folder is C:\Program Files\EasyPHP1-8\php\extensions\. We are only interested in the
first two digits: 4.3.

Step 3 — Install the ionCube Loaders

For your convenience, we have bundled the ionCube loaders for Linux (x86 32-bit) and Windows
in the downloaded archive. They reside in the ioncube folder.

Alternatively, you can browse to http://www.ioncube.com/loaders.php and download the correct

ionCube loaders for your operating system.

Copy the loaders in the ioncube folder (or from the downloaded archive) to the PHP extensions
directory:
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Linux:

Change into the directory containing the ionCube loaders.
# cd /'www/htdocs/phplicense/ioncube

Now copy the ionCube loaders to the PHP extensions directory:
# cp * Jusr/local/lib/php/extensions/

Windows:
Browse into the directory where you extracted PHP License Manager Pro and double-click on the
ioncube folder. Select all the files in the ioncube folder and copy them to your PHP extensions

folder: C:\Program Files\EasyPHP1-8\php\extensions\

Note: The PHP License Manager Pro Web Installer will indicate the exact filename of the ionCube
loader that PHP License Manager Pro requires.

Step 4 — Edit php.ini
Linux:
# vi lusr/local/lib/php.ini

/usr/local/lib should be replaced with the path to php.ini on your system (as determined in a
previous step).

Windows:

i. Double-click on the EasyPHP icon in your system tray.

ii. Click the ‘e’ immediately to the left of the Apache button.

iii. Click Configuration and then PHP. php.ini should load in a text editor.
2. Scroll down php.ini and find the section entitled Dynamic Extensions.

Linux:

Scroll down by holding down Control and F on your keyboard simultaneously. If you scroll too far
forward, scroll back by holding down the Control and B keys simultaneously.

Press i on your keyboard to enter Insert mode, and type this line into the file on a separate line
(may vary — see output from the PHP License Manager Pro Web Installer for the exact filename
the ionCube loader requires):

zend_extension = /path/to/ioncube_loader_lin_4.4.so

Replace /path/to with your PHP extensions directory. eg. /usr/lib/php4
Replace 4.4 with the major version of PHP installed on your server.

Windows:

zend_extension_ts = "C:/Program Files/EasyPHP1-8/php/extensions/ioncube_loader_win_4.3.dIl"
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: Dynamic Extensions ;

zend_extension_ts = “Ci/Program Files/EasyPHPl-8/php/extensions Moncube_loader _win_4.3.d11"

: If you wish to have an extension loaded automatically, use the following
: SynTax:

extens | onsmodul ename, extens ion

Be careful in entering the slashes — PHP expects UNIX-style forward-slashes. The exact file the
system requires will be reported by the PHP License Manager Pro Web Installer.

Linux:

Exit your text editor. In vi, press Esc on your keyboard, then type a colon (:), followed by the
characters wq. These commands tell the vi editor to write the file and then exit.

Windows:

Save the file using File and then Save, and then close the text editor.

Step 5 — Restart your web server

Restart your web server to ensure that the ionCube loader extension was loaded.
Linux:

# service httpd restart

Windows:

15/11 15:54:35 EasyPHP. Servers starting

1. Ensure that EasyPHP is running and in focus.
2. Click Apache and then select Stop.
3. Click Apache and then select Start.

Step 6 — Test the installation

Open your web browser and enter the URL to the PHP License Manager Pro Web Installer.
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The text immediately beside ioncube Loader should now read Installed. If it doesn’t read
Installed, you may need to verify that the ionCube loaders were copied to the PHP extensions
directory correctly and that the ionCube loader installed matches the version of PHP on your
system. If you are using dynamic loading, ensure the ionCube loaders reside in the ioncube sub-
folder of directory where you extracted PHP License Manager Pro.

If you need additional help, contact our support team using the contact form on our web site

the version of PHP on your server. It's best to copy and paste the output from the PHP License
Manager Pro Web Installer so nothing important is missing for us to diagnose the problem.
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CONFIGURING PHP LICENSE MANAGER PRO

Once the ionCube loaders have been installed (or dynamically loaded) on your system, you can
start configuring PHP License Manager Pro.

Step 1 — Configure database and administrative user

Execute the PHP License Manager Pro Web Installer in the install directory. It will create the
PHP License Manager Pro database and tables automatically. Additionally, it will create the
configuration file necessary for the application to connect to the database.

Once the PHP License Manager Pro Web Installer is complete, you are ready to configure PHP
License Manager Pro.

Step 2 - Login

Load the PHP License Manager Pro URL in your browser.

You will be presented with the PHP License Manager Pro login page:

PP LICENSEMANAGER

e 4

'

Login: |av:’nesh

Password: |ltomu-|

Lost password? Reset it.

Login using the login credentials you specified when you executed the PHP License Manager Pro
Web Installer.

In the event that you forget your password, you can use the reset password functionality on the
login page. Before using the reset password functionality, ensure that your SMTP server is
running or configured in php.ini.

Upon logging into the PHP License Manager Pro control panel, a version check is performed and
you may be prompted to upgrade to the latest version.

Step 3 — Configure client settings

Upon logging into the PHP License Manager Pro control panel, you will be able to view usage
statistics, edit your login credentials, specify the default licensing policy for clients, modify license
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preferences for various clients and view client usage logs.
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Usage Stats

Usage Stats | Login Prefs | Defsulk Policy = Chent Prefs | Chent Logs || PayPal Prefs | Products || Orders

Generalized usage statistics are shown below.

Total dients:

Active dients:

Expired dients:
Suspended dients:
Clients today:

Product launches today:

I~ B~ T

Total product launches:

Upon clicking the Usage Stats (default tab), you can determine the following:

Total clients; the total number of registered clients

Active clients; those that are not expired or suspended

Expired clients; clients that are at the end of their trial period

Suspended clients; clients that have been forced to upgrade

Clients today; the total number of clients that connected to your server today
Product launches today; the total number of product launches today

Total product launches; the total number of product launches (all inclusive)
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Login Prefs
Usage Stats LDQI'IPTH&_DefautP'uI-:y Chent Prets | Chent Logs || PayPal Prefs | Products | Orders

This page alows you to edit your login credentials.
In the event that you forget your password, an e-mail address is required to reset your password.
Your login ID cannot be atered.

Login: avinesh

Password:

Verify Password:

E-mail: avineshb@gmail.com

Upon clicking the Login Prefs tab, you can change your login credentials. You may change your
password and e-mail address. Your login ID cannot be modified.
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Default Policy

Usage Stats | Login Prefs | Defaul Policy | Chient Prefs | ChentLogs | PayPalPrefs | Products | Orders

This page alows you to edit the default licensing policy for your product.

Once new dients authenticate with your server, they will use the default settings you have
specified below. You can alter the settings on a per-dient basis by dicking on the Client
Preferences tab.

This version only supports the administration of one product.

Rule: default

Client restriction: Time-limited trial

License expires in: 30 ¥ day(s)

Upgrade message: Sormy, unable to continue. The tnal p
Upgrade URL: hittp:/feww. domain. tidiupgrade. php

Bind to IP address: [

Upon clicking the Default Policy tab, you can edit the default licensing policy that is pushed to
new clients. New clients will be subject to changes in the default licensing policy once they
connect to your server.

There are four client restrictions:

Free for now
Time-limited trial
Use-limited trial
Forced upgrade

In addition, each client can be locked to the IP address they activate from using the ‘Bind to IP
address’ option.

The free for now option allows clients to have full, unrestricted access to the application they are
evaluating.

The time-limited trial option allows clients to have full access to the application they are
evaluating, but are subject to upgrade after a specified time period. The default time period is 30
days, but is selectable from 1 to 120 days. In addition, an upgrade message and URL can be
specified for the client.

The use-limited trial option allows clients to have full access to the application they are
evaluating, but are subject to upgrade after a specified number of uses. The default policy is 30
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uses, but is selectable from 1 to 120 uses. In addition, an upgrade message and URL can be
specified for the client.

The default upgrade message is: Sorry, unable to continue. The trial period for this software has
expired.

upgrade URL on your server.

The forced upgrade option forces clients to upgrade immediately. An upgrade message and URL
can be specified for the client.
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Client Prefs
Usage Stats | Logn Prefs | Default Polcy [ Chent Frefs | Chent Logs | PayPal Prefs | Product Prefs | Orders

This page alows you to edit the licensing restrictions for each dient.

The list below displays the dient 1D, the dient's IP address and the total number of times your
software has been launched. Click a dient to select it.

Updated settings will take effect once the dient reconnects to the server.

1-192.168.1.4 (2184
2-192.168.1.4 (1)
3-19216814(1) »

Rule: default

Client restriction: Time-limited thal

License expires in: 30 v day(s)

Upgrade message: Sorry, unable to continue. The tnal p
Upgrade URL: hittp:/famww domain tid/upgrade php
Bind to IP address: O

Upon clicking the Client Prefs tab, you can override the default licensing policy restrictions for a
client.

To edit the licensing policy restrictions, select a client from the list of clients. The ‘1’ denotes the
client number, the next number denotes the IP address the client connected from and the number
in parentheses represents the number of times the client has connected to your server.

There are four client restrictions:

Free for now
Time-limited trial
Use-limited trial
Forced upgrade

In addition, each client can be locked to the IP address they activate from using the ‘Bind to IP
address’ option.

The free for now option allows clients to have full, unrestricted access to the application they are
evaluating.

The time-limited trial option allows clients to have full access to the application they are
evaluating, but are subject to upgrade after a specified time period. The default time period is 30
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days, but is selectable from 1 to 120 days. In addition, an upgrade message and URL can be
specified for the client.

The use-limited trial option allows clients to have full access to the application they are
evaluating, but are subject to upgrade after a specified number of uses. The default policy is 30
uses, but is selectable from 1 to 120 uses. In addition, an upgrade message and URL can be
specified for the client.

The default upgrade message is: Sorry, unable to continue. The trial period for this software has
expired.

The default upgrade URL is: jhttp://www.domain.tid/upgrade.php. It should be changed to an
upgrade URL on your server.

The forced upgrade option forces clients to upgrade immediately. An upgrade message and URL
can be specified for the client.

In the example above, a client with the IP address 192.168.1.4 is set to use the time-limited trial
policy. In particular, the licensing policy enforces a license expiry date 30 days in the future. In
addition, an upgrade message and upgrade URL has been defined.
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Client Logs
Usage Stats || Login Prefs | Defsull Policy | Clend Prefs | Chenl Logs | PayPal Prefs | Product Prefs | Orders

This page allows you to view dient access logs.

The list below displays the dient ID, the dient's IP address and the total number of times your
software has been launched. C(lick a dient to view logs.

1-192.168.1.4 (2

2. 192.168.1.4 (1)
3-192168.1.4(1)
4 - 192.168.1.4 (1)

IP Address Client Version Last Access
192.168.1.4 1.0 2008-01-07 11:48:31
192.168.1.4 1.2 2008-01-07 12:11:23

Upon clicking the Client Logs tab, you can view client access logs. Client access logs help
determine clients using your software most extensively.

To view client access logs, select a client from the list of clients. The ‘1’ denotes the client
number, the next number denotes the IP address the client connected from and the number in
parentheses represents the number of times the client has connected to your server.
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PayPal Prefs

Usage Stats | Login Prefs | Default Poicy | Chent Prefs | Chent Logs | PayPal Prefs | Product Prefs || Orders

This page alows you to set and edit PayPal Express Checkout preferences.

Currency: US Dollar b

() Use PayPal default
Shipping Address: & Mo shipping required

) Use PayPal confirmed address only
Logo URL: (optional)
IPMN URL: (optional)
Download URL: https /fwww.domain.tid/download. php (optional)
Header Border Color: (optional; default: FFFFFF)
Header Background Color: (optional; default: FFFFFF)
Payment Page Background Color: (optional; default: FFFFFF)
Custom Message (Receipt Page): |Thank you for your order! (optional)
Invgice Prefix / Number (Start): |ABC - 10007 {optional)

Upon clicking the PayPal Prefs tab, you can set and edit PayPal Express Checkout preferences.
Supported currencies are selected by the Currency drop-down menu.

The shipping address supports one of three shipping types: PayPal default, no shipping required
(for digital downloads) and PayPal confirmed address only. The latter ensures that goods are
only shipped to the user’s confirmed PayPal address.

You can include a company logo on the PayPal Express Checkout page (hosted on PayPal’'s
server) by specifying the URL to your company logo. It should start with https:// to avoid any
browser warnings regarding switching between secure and non-secure connections. This is an
optional parameter.

The IPN URL is used for receiving Instant Payment Notifications (IPN) for transactions. This is an
optional parameter. If you do not specify this value, the IPN value from your Merchant Profile is
used, if one is set. The URL must not exceed 2048 characters.

The Download URL is used to direct the customer to your download page after payment.

The header border color, header background color and payment page background color are all
hex color values that can be set for the Express Checkout page hosted by PayPal. You need not
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include the number sign (#) character when inputting hex color codes. These hex color codes are
optional. The default values are white (hex: FFFFFF).
The Custom Message is shown to the user on the receipt / order confirmation page. It is optional.

The Invoice Prefix and Number (Start) are optional fields. They are shown to the customer to
help reference orders. The Invoice Prefix can be 12 characters and the Invoice Number must be
no more than 7 numbers. After each sale, the invoice number increments by one and is reflected
in the PayPal Prefs. The invoice number is shown on the receipt / order confirmation page shown
to the customer and also on the Orders tab.
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Product Prefs

Usage Stals || Login Prefs Defaul Pobcy | Chent Prefs

Chent Logs || PayPal Prefs | Product Prefs | Orders

This page alows you to edit your product's name, price and other variables.

This version only supports the administration of one product.

Product Mame:

Froduct Price:

License Quantity:
Shipping Fee (Flat Rate):
Sales Tax (x.xx):

Coupon Code:

Discount (Flat Rate):

Widgets

9.99 (no currency prefix)
10

0.00 |{no shipping: 0)

6.00 | (no tax: 0)

100CENTS

1.00 | (no discount: 0)

Upon clicking the Product Prefs tab, you can set and edit your product’s name, price and other

variables.

Product Name is the name of your product. It's displayed on the checkout page and also on the
receipt / order confirmation page. Itis passed to PayPal for the order summary page.

Product Price is your product’s price, excluding shipping and taxes. No currency symbols should
be specified. The currency should be specified in the PayPal Prefs tab.

License Quantity allows you to specify the maximum number of licenses shown in the quantity
drop-down menu on the checkout page. The quantity must be greater than or equal to one, and

no more than 999.

Shipping Fee (Flat Rate) is the shipping fee for your software, if any. No shipping fees should be
denoted by entering zero. If you specify a shipping fee, remember to choose the appropriate
shipping address details in the PayPal Prefs tab.

Sales Tax (x.xx) is the tax rate for your products. Six percent should be specified as 6.00. No tax

rate should be specified as the number zero.
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Coupon Code is a coupon code that can be used in conjunction with the Discount (Flat Rate). No
discount should be denoted by entering the number zero. Any product discounts are subtracted
from the subtotal, before adding shipping and tax.
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Orders

Usage Stals || Login Prets | Defaul Polcy | Cent Prefs || ChentLogs | PayPal Prefs | Product Prefs | Orders

This page alows you to view product orders.

The list below displays recent transactions by date and time. Click an order to view particulars.

2008-01-10 17:53:08 - $10.59 - Avinesh Banga
2008-01-10 17:43:14 - 39.53 - Avinesh Bangar
2008-01-10 17:39:13 - $9.53 - Awnesh Bangar
2008-01-10 17:36:47 - $21.18 - Avinesh Bangar »

Response Code Transaction 1D Order Total Invoice # I Address
Success 1GES94931W203590K $10.59 (USD)  ABC-10012  192.168.1.4

Upon clicking the Orders tab, you can view product orders.

Click a product order from the transaction history list to view order particulars. They are ordered
in reverse chronological order. The order total and customer’s full name are displayed beside the
transaction date.

Once an order has been selected, you can view the transaction ID, order total with currency,
transaction date, transaction 1D, order total and the user’s IP address.
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PHP LICENSE MANAGER PRO API INTEGRATION

Once you have configured the default licensing policy for your clients, you can start integrating
the PHP License Manager Pro APl into your code.

Integrating the PHP License Manager Pro API into your code is a simple process:

Copy the files in the client folder to your PHP script’s folder. There are three files within the client
folder:

e client.php — a sample file demonstrating the PHP License Manager Pro API.
e phpclient.php — the main PHP License Manager Pro class.
e phplicense.php — the required license file for PHP License Manager Pro

The first line that must be included in your PHP script (preferably the index or main page) is:

i ncl ude(“phpclient. php”);

Secondly, if your PHP application is designed for use with a particular client and you know their
proxy settings, they should be defined as such:

$pr oxyhost =" pr oxyhost . cont ;
$proxyport="8080"; // set to actual port
$pr oxyuser =" pr oxyuser nane”;
$pr oxypass="pr oxypasswor d”;

Define the path to the PHP License Manager Pro server in a variable:

$server _url = “http:/7yourhost. comphplicense/licenseserver. php”;,

Finally, process the license using the following line of code:

$license_array = processLi cense($server _url);

$license_array will return an array with up to seven values, depending on the type of client policy
selected.

License Array Index | Description

Server version (always sent)

Upgrade flag: 0 or 1

Upgrade message

Upgrade URL

License key (always sent)

License attributes

OO WIN|FL|IO

License state: ‘active’, ‘expired’, ‘invalid’ or ‘suspended’ (always sent)

Always check indices 1 and 6 of the license array when enforcing a license policy.
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License array description:

Variable Type
Server version String
Upgrade flag String
Upgrade message String
Upgrade URL String
License key String
License attributes Integer
License state String

Description
Returned to the client with each license call.
Set to 1 whenever a license expires; otherwise O.

Sent to client whenever the upgrade flag is set. Usually
indicates that the trial period has ended and that the
user should upgrade.

Sent to client whenever the upgrade flag is set. Usually
indicates the URL of the upgrade page on the
developer’s server.

The license key associated with the client. The license
key identifies the client to the server. This is also written
to a file on the client.

Any attributes associated with the client license, such as
the number of days or uses remaining in the trial.

One of ‘active’, ‘expired’, ‘invalid’ or ‘suspended’. The
license state will usually be set to ‘active’ for a valid
license that has not expired. Once the license expires,
the license state will be set to ‘expired’. If the license
key presented to the server is invalid, the license state
will be set to ‘invalid’. The license state will only be set
to ‘suspended’ if the client has been forced to upgrade or
if the ‘Bind to IP address’ option has been set and the IP
address does not match the entry on the server when
the client was activated.

Variables returned for various licensing policies:

Policy Variables Returned

Free-for-now Server version, upgrade flag, license key and license state

Time-limited trial Server version, upgrade flag, license key, license attributes and license
state

Use-limited trial Server version, upgrade flag, license key, license attributes and license
state

Forced upgrade Server version, upgrade flag, upgrade message, upgrade URL, license

key, license state

For the time-limited trial and use-limited trial, the upgrade flag will be set once the trial expires. In
addition, the upgrade message and upgrade URL will be set.

You should use PHP switch/case logic (or if-else logic) to check the license state and act

accordingly.
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Sample usage summaries:
If the license state is set to ‘active’, all is well and your program can be executed properly.

If the license state is set to ‘expired’, then your software should prompt the user to upgrade using
the upgrade message and upgrade URL returned by the server. Of course, your own upgrade
message or upgrade URL may be specified. The upgrade flag would also be set to 1.

If the license state is set to ‘invalid’, then the user has most likely corrupted the license key and
the software should not be executed.

If the license state is set to ‘suspended’ and the upgrade flag is set to 1, then the user should be
forced to upgrade. Again, you may use the upgrade message and upgrade URL is returned by
the server, or you may use your own message.

In any event, if the ‘Bind to IP address’ option has been selected for any licensing policy and if the
IP address does not match the one recorded on the server (set when the client was activated),
then the license state will be set to ‘suspended’ and the upgrade message will be set to ‘IP
address mismatch’. In addition, the upgrade flag will be set to 1 and the upgrade URL will be
returned.
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PHP LICENSE MANAGER PRO CHECKOUT

PHP License Manager Pro 1.2 supports PayPal Express Checkout functionality. PayPal Express
Checkout integration allows you to control your PHP software’s licensing and perform order
delivery.

Before you can start using PayPal Express Checkout functionality, you must obtain some API

Once you have signed up and obtained the required API credentials, you can use PayPal's
Sandbox to create and manage test accounts.

Setting up PayPal Test Accounts

Upon logging into the PayPal Developer Central portal, you should create two accounts: a
business account and a personal account.

These test accounts will allow you to test PayPal Express Checkout functionality without incurring
any costs. Multiple personal accounts can be created to simulate multiple customers.

To create the required test accounts, click on ‘Test Accounts’ under the ‘Sandbox’ menu item:

Paypa’ Developer Central Help | Profile

Sandbox W
— A b : 1 i

&5t Ema Test Accounts

Your test accounts are ited below. You must have o test business account to represent a

merchant and & test personal sccount 1o reprézeant &8 buyer. To semolate &n acbon on the ive Ste
Can We Help? (paypal.com), select a test account and click Enter Sandboox Test Site. Learn More
Visit the PayPal Develope
- ty LD gel answers = 2
Accounts .
bo srtegration questons of Test Create Test Account
b file 8 support boket, Login Emaal Type Country Status Test Mode
& awvnes_120000830%_ba@gmad Busness United States Verfied Enalbled
[ =+ p
B v e
) avines_1200008157_per@gmaid Personal  United States Werfied MSA

-CHTy

Once a business account has been set up, you can select it and click ‘Enter Sandbox Test Site’ to
view transactions made against your business test account using PHP License Manager Pro.
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Obtaining Test API Credentials

Before you can utilize PHP License Manager Pro’s Express Checkout functionality, you will need
to obtain API credentials from the PayPal Developer Central portal.

Test API credentials allow PHP License Manager Pro to connect to PayPal's Sandbox and
perform test transactions using the aforementioned PayPal test accounts (see section: PayPal
Test Accounts).

To obtain test API credentials, click ‘API Credentials’ under the ‘Sandbox’ menu:

PayPa, Developer Central i

Sandbox

Horme

Test Actounts
Tet S API Credentials

You must have credentials to test APTs for Website Payments Pro and Express Checkout in the
Sandboox. [n most cases, you will use AP] signatures and not download certificates.
Can We Help?

The test accounts identified below are enabled for APT access,
Visit the PayFal Developer
community 1O get answers
to inbegration questions or
o file & support tcket.

Mote: These credentials will not work outssde the Sandbox. You will need new credentials from

paypal.com to go ve.

Sandbox Test Accounts With APT Signatures

Test Account Date Created

Test Account: avines_1200008309_biz@gmail.com Jan. 10, 2008 15:38:48 PST
AP] Username:  awvines_1200008309_biz_ap:l.gmail.com

APl Password:

Ssgnature: | i LI

The API password and signature for the test account have been blurred in the example above for
security.

As noted on the PayPal API Credentials page, the test credentials will not work outside the
PayPal Sandbox. You will need to obtain new credentials from your actual PayPal account
before you go live.
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Obtaining Live API Credentials

Before you can utilize PHP License Manager Pro’s Express Checkout functionality, you will need
to obtain API credentials from the PayPal Developer Central portal.

Live API credentials allow PHP License Manager Pro to connect to PayPal's server and perform
live transactions using your PayPal Business account. If you do not have a PayPal Business

To obtain API credentials, log into your PayPal account, click ‘Profile’ and then click ‘API Access’:

PayPal

My Account Send Money Request Money Merchant Senices Auction Tools Products & Serdces
=
Oveniew  AddFunds  Wilhdraw  History  Resolution Center m

Profile Summary

To edit your Profile information, please click on a link below.

Account Information Financial Information Selling Preferences
mail redi | r Auctions
Street Address Bank Accounts Sales Tax
Phones and Mobile Payments Currency Balances hippin houl i
Password Gifte and Discounts Shipping Preferences
Motifications Recurring Payments Payment Receiving Preferences
n Preferen Mon A n Paymen fi
Time Zone Pay List Breferences
P | Sh
Reputation
s i ]
Seller Eligibility for PayPal Buyer
e Accoun Protection
Waebsite Payment Praferences
n Paymen i
Custom Payment Pages
NAVOH my
Language Encoding

See the next page for further instructions.
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Click ‘Request API Credentials’. Alternatively, click ‘View or Remove Credentials’ if you have
already requested API credentials beforehand:

PayPal

My AcCount Resu-st Miomey Merchant Serices AUClion ToMs Products & Senices
-

CheerdAew Add Funds Wb dr e HIHE-I} Resolubon Cenler Profile
Setting up PayPal API Credentials and Permissions

Select one of the following opticns to use PayPal's secure Application Programming Interfaces (APIs). If you're
not sure what you need, ask your shoppeng cart or solubtion providar.

Grant APL Permission to your shopping cart or Inﬁueﬂ APL Cmdtntialsl
soluton prowider if the cart will make APT calls on edentials.

your behalf,

Finally, note your APl Username, API Password and Signature:

View or Remove API Signature Back to Profils Summary

For preconfigured shopping carts: Copy and paste the APl username, password, and signature into your
shopping cart configurabon or administration screen,

For building custom shopping carts: Store the followng credental information in a secure locabon with hmited

dACCEss.
APl Snaturg

CaE I -

[ L] iy —

L s W o L - " Whilads s

Now, 27, 2007 10:50:14 PST

Do not disclose your APl Username, API Password or Signature to anyone. Otherwise, malicious
users could use your API credentials to perform fraudulent transactions, view your account
history and refund transactions.

See Configuring PHP License Manager Pro Checkout for information on updating PHP License
Manager Pro with the APl Username, API Password and Signature.
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Configuring PHP License Manager Pro Checkout

Before you can perform any test transactions with PHP License Manager Pro, you must edit the
config.inc.php file in the store subfolder.

Load config.inc.php in your favorite editor and then specify the test values you obtained for the
following: API_USERNAME, API_PASSWORD and API_SIGNATURE:

£ IR
CIpnp
M

/f ** PHP License Manager Pro Configuration File

$db name = - :
§db_host = ° "3
§db username = ° ":
$db password = ~ ’

Sproxyhost = "~
Sproxyport = "";
$proxyuser ;
Sproxypass =

" FayFal AFI variables

YVkRrtmMICFLIga M 3AyodLOSIkhY zexU L 8WopCAFE . 4N1

ff Demo: https://api-3t.sandbox.paypal.com/nvp
Live: hrtrpa://fapli-3t.paypal.com/nvp
deline ("APT_ENDPOINT', "https://fapi-3c.sandbox.paypal.com/nvp'):
FF Demo: httpa: [/ ww. sandbox.paypal.com/webscrocmd= express-checkoutetokens
Live: https://www.paypal.com/webacricmds= express-checkoutstokens
dafine ("FAYFAL URL", "htopa:// www.sandbox.paypal.com/webacrecade express-checkoucstokens")
deline (*VERSION®, '3.2°):
S % DO HOT EDIT ANYTHING BELOW IHIS LINE ##*

' MyS0L database session management (regquired)

ff Myo

inclode("db session.php™):

5

The values must be enclosed in single or double quotes. The API_ENDPOINT and
PAYPAL_URL values must only be changed to LIVE values when you wish to go live. The
VERSION must be defined as ‘3.2’

For test purposes, the API_ENDPOINT must be defined as ‘https://api-

You can now take test orders to verify functionality. See the following section in this guide:
Configuring PHP License Manager Pro, sections: PayPal Prefs and Products.
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Live transactions should use the API Username, APl Password and Signature provided by
PayPal for your business account.

[y ~a—S L LA s N L e ey N Y L A e L T N .

Essentially, add ‘sandbox’. before ‘paypal.com’ to go into test mode and remove it to go into live
mode.

Once you have configured your PayPal preferences and product settings in the PHP License
Manager Pro Control Panel, you can start taking orders for your product. See the Configuring
PHP License Manager Pro section.

Sample Store

Once you have configured the PHP License Manager Pro Checkout functionality, you can
commence taking orders for your product.

Users should be directed to upgrade.php, which looks as follows (it can be edited for your needs,
but the PHP includes need to stay intact):

P PLCENSEMANAGER

Y il

The trial period for <your product> has ended.
Please upgrade to a fully functional version by choosing the options below.

Already Registered? Not Registered?
E-Mail: Register Now
Password:

upgrade.php

Users are presented with an upgrade notice, which can be customized by editing upgrade.php.
The logo can be replaced with your own logo as well.

If you do not require your users to register, you can redirect them to checkout.php by using the
PHP header function or using the HTML meta refresh tag.
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Once users have registered and/or logged in, they are presented with the checkout page:

PP LICENSEMANAGER
F';’ L=
Please select a product for purchase below.
Product Name Licenses Price Item Total
Widgets 1 |w $ 9.99 $ 9.99
Shipping: $ 0.00
Tax: % 0.54
Discount: $ (1.00)
Order Total: % 9.53
Checkout PayPal
The safer, easier way to pay
Coupon Code: |100CENTS

checkout.php

The checkout page allows users to select the quantity of licenses required, input a discount code
(if any) and proceed with checkout.

Again, checkout.php can be customized per your needs. However, all PHP includes need to stay
intact. The discount is calculated per North American standards — after shipping and tax.

If a product does not require shipment (eg. electronic download), the shipping will show as $0.00.
Likewise, no tax or discount amounts will show as $0.00.

The checkout.php example uses AJAX technology to eliminate page refreshes.
Once the user is ready to checkout, they can click the checkout button and proceed with
checkout. If PayPal has been selected as the payment processor, the user will be redirected to

PayPal to log in and confirm their purchase.

After the user has confirmed their purchase using PayPal, they are presented with an order
confirmation (or receipt):
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pnp LICENSEMANAQER

-

¥ e

Thank you for your purchase! Please print this page for your records.

Order Confirmation

Date/Time: 2008-01-16 20:14:53

Transaction ID: 0K5143722G3964016

Invoice Number: ABC-10016

Product Name Licenses Price Subtotal
Widgets 1 % 9.99 % 9.99

Discount: $ (0.00)
Shipping: £ 0.00
Tax: % 0.60

Payment: $ 10.59
Thank you for your order!

Click here to continue.

receipt.php

The order confirmation (or receipt) page shows the date and time of the order, alongside the
transaction ID and invoice number (if defined).

An overview of the order follows, including total payment, thank you text and a hyperlink allowing
the user to download your product. The thank you text and hyperlink can be defined using the
PHP License Manager Pro Control Panel (via the PayPal Prefs tab).

The receipt.php page is customizable. However, please keep all PHP includes intact for the
checkout functionality to work correctly. Likewise, error messages are reported via error.php,
which can be customizable as well.

All order confirmation details are recorded and can be viewed using the PHP License Manager
Pro Control Panel (via the Orders tab).
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